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INPOBJIEMA KOPPEKTHOCTH ITIOPOI'OBOI'O METOJA MOAYJAPHOT'O
PA3JEJEHUSA CEKPETA C MACKUPYIOIUM TIPEOBPA3ZOBAHUEM

Annotanus. CHopMyITnpoBaHbI MPUHITUIIBI IOCTPOSHHS MTOPOTOBBIX KPUIITOCXEM pa3feeHNs ceKpeTa, 6a3npyomnx-
csl Ha MOIYJIIPHOM KOAWPOBAaHUU U JIMHEHHON MacKupyromeid QyHKIuN ¢ aJANTHBHON BapuallMOHHONW KOMITOHEHTOMH IICEB-
JocITy9aifHOTO TuMa. [ TaBHOE BHUMAaHNUE yJeJIeHo pobieMe KOPPEeKTHOCTH CXeM pacCMaTpUBAeMOro Kiacca B paMKax MpH-
HATOW Mojenu. I TOPOTOBEIX KPUITOCXEM MOAYISIPHOTO Pa3/eNeHHs CeKpeTa IMOydeHO HeOOXOAUMOe W JOCTaTOTHOE
YCIIOBHE PaBHOOCTATOYHOCTH ITO MOYJIIO KOJIbIIAa TPHHAIICKHOCTH CEKPeTa-OpUTHHATA 3HAYCHUH (YHKIINN MaCKUPOBAHHUS
1 OTBEUAIONIUX UM 3JIEMEHTOB IUAMa30HOB, OMpEIeIsieMbIX HaOOpaMH OCHOBAHHUIl YHCIOM, MEHBIIUM MOPOTOBOTO 3HAUe-
Hus. Ha 6a3ze ycTaHOBIEHHOTO yclOBHs pa3paboTaH METOA KOPPEKTHOH peasn3aliil MOPOroBOTO MPHHIIUINA Pa3eleHUs
cekpeTHoi mH(opManuu. [IpeanokeHHBII MOAXO0A K PEHISHUIO HCCIIETyeMOi POOIeMbI IEMOHCTPUPYETCSI Ha KOHKPETHBIX
YHCIOBBIX IPUMEpaXx.
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Benenue. HeoTnhemeMoil cocTaBsoEeil COBPEMEHHOTO Mpolecca pa3BUTHS paclpeaeeHHBIX
KOMITBIOTEPHBIX U HH(POKOMMYHHKAIIMOHHBIX CUCTEM SBJISIETCS oOecreueHue HHHOPMalMOHHOM 0e30-
MMaCHOCTH IIPH XpaHEHWH, 00paboTKe  Iepemaye naHHbIX [1-3]. DddekTuBHOE pereHne 0003HaueHHOM
3a/1a4¥ JJaeT TaK Ha3bIBaeMasi TEXHOJIOT S aKTHBHOM 0€30MacHOCTH, MTPENyCMaTPUBAIOIIAs IEPUOIIe-
CKO€ OOHOBJIEHUE KPUTIITOrpaUUIeCKUX KITIOUEH, a TAK)Ke UX MPOCTpaHCTBEHHOE paseseHune. Ha mpak-
THKE pa3JieiecHue CeKPeTHOH nH(POPMAaLMK OOBIYHO OCYIIECTBIISIETCS B paMKax MOPOTOBBIX cxeM [1—6].
Peanusyemoe moporoBoii (f, n)-CHCTEMOH peliaroniee NpaBUio 00eCreunBaeT pas3felieHHe CeKkpeTa
(kpunTorpadu4eckoro Kiko4a) # aOHEHTaMHU C BO3MOKHOCTBIO BOCCTAHOBJICHHS €0 10 KOMIIOHEHTaM,
TIPUHAJICKAIITIM JTIO0BIM / ydacTHHKaM ceaHnca cBs3n (2 < ¢ < [ < n), mpudeM rpynIbl aDOHESHTOB YHC-
JIOM k MEHbIIIE TIOPOTOBOTO 3HAYEHHUS !/ PEKOHCTPYUPOBATh MCKOMBIM CEKPET MO COOTBETCTBYIOIINM
KOMITOHEHTaM HE MOTYT.

[lepcneKTUBHBIH HHCTPYMEHTApUi AJIS MOCTPOCHUS MOPOTOBBIX KPUIITOCXEM pa3JesieHHs CEeKpeTa
npeacTaBisgeT co0oi apudmernka MomyisipHbIx cucteM cuucienus (MCC) [1-3; 5; 6]. Monynsipaoe
KOJUPOBAHHE CIIYKUT IPOCTBHIM CPEIICTBOM JICKOMIIO3ULIUMH (pa3esICHHs]) CEKpeTa Ha COCTaBHBIC YaCTH
U MO03BOJISIET MUHUMHU3UPOBATh BPEMEHHBIE U allllapaTypHbIE 3aTPaThl IIPU ONEPUPOBAHUU B JIUAIA30-
Hax OoJBIINX YHcel. B kpunrorpadguueckux mpuioKeHUsX (pakTop MPOU3BOJUTEILHOCTH 3aHUMAET
HEHTpaJbHOE MECTO. B ciydae MOporoBbIX CHCTEM pa3ieieHUs CEKPEeTHOW MH(OpManuu OCOOEHHO
JKECTKHUE TPeOOBaHUS K CKOPOCTHBIM XapaKTEPUCTUKAM MPEIbSIBISAIOT, B YACTHOCTH, CXEMBI ITPOJIOHTU-
POBaHHOI 0€30MaCHOCTH CO CMEHOW CeKpeTa Mo MPHHITUITY «OTyKIaroNuX KiTrodei» [2] ¢ ncrnoiab3oBa-
HUEM OIlepalluii BO3BEAEHUS B CTEHEHb 110 OOJBIIMM MOAYJISIM M AUCKPETHOTO JIOTapu(pMHUPOBAHMUSL.
TpyJOEMKHUMH SIBIISTFOTCS TAK)KE MPOLEAYPHl BOCCTAHOBJICHHUS KIIFOYa-OpUTHHAIA TI0 YaCTUIHBIM Ce-
KpeTam, IPUHAJICKAIIUM TEM MU WHBIM IpynnaM aboHeHToB. Takum oOpa3zoM, MpUMEHEHUE MOJY-
nsipaoit apupmeruxku (MA) s pemieHusi mpodieM MOCTPOSHHUS! KPUIITOCUCTEM PaccMaTpUBAEMOTO
KJlacca UMeeT 0CO0YI0 BaKHOCTb.

Hapsny c pa3paboTkaMu, HalleJCHHBIMH Ha ONTHMH3ALHMI0 0a30BOr0 KOMIIBIOTEpHO-apupMeTHYe-
CKOT'0 MHCTPYMEHTAPHUsl, AKTyaJIbHBIMU NPEICTABIISIIOTCS TAKKE MCCIIECAOBAHMS 10 00ECIEYCHUIO KOP-
PEKTHOCTH MOPOTOBOTO METO/Ia MOIYJISIPHOTO pasjieNnieHns cekpeTa. [IpenMyiecTBeHHO MMEHHO TOH
npo0ieMe TOCBAIIEHO HACTOSIIEe COOOIIEHHE.

Iloporosslii IpUHIKII MOAYJISPHOIO pa3/ie/IeHUs CeKpeTa.

Bgenem o6o3navueHus:

la| u[a] - nanGonbmee n Hanmensmee rembie uncna (L[U) COOTBETCTBEHHO He GOTbIICE W HE MEHb-
1Iee BEeIECTBEHHOW BEIIMYUHBI d;

Z =10,1, ..., m—1} — MHOXECTBO HAUMEHBIINX HEOTPULATEIBHBIX BHIYETOB 110 HATYPAIBHOMY
MOZYIIIO 711;

la|, = A(mod m) — snement MuOKecTBa Z , cpaBHuMBIi ¢ 11U 4 o moxyio m;

|4/ B| — onemeHT ) MHOXeCTBa Z , yJOBIETBOPSAIOMMI cpaBHeHuo By, = A(mod m) (4 u B — 114,

|B|,, # 0);

s %25 oo %s)= (X > | X Iy s or | X |my ) — mpenctaBnenne U X (Mopynspusiii ko) B MCC
C OCHOBAHMSAMHU M, M., ..., M, COCTABJIAOIWUMHU €€ 6azuc {m, m,, ...,m} (s> 1).

Iycts p, p,, ..., p, — yHOPAIOYEHHBIE 10 BO3PACTAHHIO OMAPHO MPOCThIE GOJIBLINE HATYPaIbHbIC

ancna (n> 1), P=[1._ ps ((=Ln); _Pi=[].20Pn-s =P/ Prj (j=1n);

P=1{p.p, ..p};

P(il, 12, ..n, i]) = {pil, Dizses pil} (1Si1 <ip)<..<Iij<m tSlSn);

P(ji, j2s s JE)=APj1> Pjas s Pjiy ASj1<j2<..<jp<ny 2<k<1);
P — 00JIBIIOE HATYPAJILHOE YUCIIO0, B3AUMHO IIPOCTOE C P, P,, -.., P,. [locTpoeHre MomyIspHO¥i moporo-
BOI1 (¢, n)-CXeMBbI pa3JielieHus cekpeTa ¢ 0asucom P, koTopas paccurTana Ha TOITHOE YHCIIO 72 U IOPOTO-
BOC YHCJIO ¢ Pa3IeIIONINX CEKPET CTOPOH (A0OHEHTOB), OCYIIIECTBIISAETCS B paMKax CICIYIOMHUX OIpe-
JISTISIFOIMX YCIIOBUH.

A. VicxomHblli ceKpeT, pa3eisieMblil 77 CTOpOHAMHU, MPENICTaBIIsIeT COOO0H 1enoe yucio S € Z,

b. Cekper S paznensercst myTeM ero MOy ISIPHOM JEKOMITO3HIIHH, T. €. TIO MPaBIIIY G = |S | (i=1,n).
IIpn 5TOM i-s1 CTOPOHA MMEET YacTh G, CEKpeTa S.
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B. Haz S BemonssieTcs Mackupyiolee peodpazoBaHue
S=S+Cp, M

rae C — nceBociyydaliHast HeJI0YHCICHHAS BEJIMUMHA U PE3YJIbTaT MAaCKUPOBAHUS TIOJABEPracTCsi MOIY-
JISIPHOM TEKOMITO3UIINH: G; = ‘S‘ =|o; +|Cp| (i =1,n).
pi

1

Lugpbl MOXYIAPHOrO Koaa (G1, G2, ... 0 ) paCCManI/IBaIOTCH KaK 4aCTUYHBIC MaCKUPYIOIIUE Ce-
KPEeThl, MPUHAJISKAIINE COOTBETCTBYOIIMM a0OHEHTaM.

I". JTroOble 1 a0OHEHTOB MOTYT BOCCTAHOBHUTD CEKPET S 10 MPUHAJICKAIIINM UM MACKUPYIOIIUM Ya-
CTUYHBIM cekpeTaMm. Ho HuKakas rpymimna aDOHEHTOB YHCIIOM MEHBIIE ¢ CIIENIaTh TOTO HE MOXKET.

KiroueBbIM aclieKTOM MPUMEHSAEMOI0 MOAX0Ja K peau3alii MepeYrCICHHBIX OCHOBOIIOJIATar0-
IIUX TPUHITUIIOB MIOPOTOBOTO Pa3/IelICHUsI CEKPETHOM HH(’popMauHM aBIIsieTcsl o0ecrieueHue Hermepece-
KaeMOCTH MHOXKECTB (,Z[I/IaHa3OHOB) mmeHerus YU S(mod H a1 Pi; ) m S(mod Hl \Pji )» AMEIOIHUX
B MCC ¢ 0asucamu P(z cn ) SIS u PG, gy, s ) (2 < k < {) COOTBETCTBEHHO KOJIbI

(Gzl 5 Gtz > 011 u 511 > 512 ) -ij)-

CrpaBeyivBa CleayoIias Teopema.

Teopewma l. Ilycmo ocnosanus 6asuca P = {p,, p,, ..., p } mooynapnoti (t, n)-cxemvl pasoenenus
cexpema S € 7, ynopsaoouensl no 603pacmanuio u 63aumHo npocmel ¢ p. /lua mozo umoov: ouanasonvl
{0,1,..., Hl 11’11 I} usmenenus eviuemos S(mod Hl Pji)= I G2 G,k) 6 MCC ¢ 6aszucamu
P(j, j, - j) 2 < k < 1) ne nepecexaiuco ¢ mnoxcecmeom S = {SHn, Sun+1,. SBH} 3HaAYeHUtl
Mmackupyrowezo cexpema S (pesynrbmama MACKUPOBAHU S), umenue2o 6 MCCc 6a3ucaMu PG,i,....0)
(t <1< n) KOObL, DOCMAMOUHO GLINOTHEHUS YCIOBUA S yy = Py, Sen=PF 1,1 e

Svegz{ff)tfl,iptfl +15"',Pt _1}

Huanaszonst {0,1, ..., Hlj=1 pi; —1} Beex MCC c 6asucom P(i,, i,, ..., i) BKIIOUAIOT QuUrypupyrouiee
B TeopeMe | MHOXKECTBO S, BCJIE/ICTBHE Yero ero MPaBOMEPHO KBATH(UIMPOBATEH KaK THATIA30H MOIY-
JIIPHOM TIOPOTOBOM (£, 1)-KPUTITOCXEMBI Pa3/ICICHUs CEKPETA.

Teopema 1 octaeTcst B cuiie Ha MOOBIX AHama30HAX S c{ P, P_+1,.., P —1}. CemeiicTBO Ta-
KHUX JUAarna3oOHOB MOXXHO OITHUCAaTh B BUJIC

g = {SJ'HH, §HH +1,---3 S'BH} = {|V_Ptf1pq—|9|V_Ptflpq—|+1,~“a L_thJ_l} (2)
(gzp-1; 0< g<1).

Kak crnenyet u3 (1), pabounii Auana3od S mOporoBol KPUITOCXEMbI, IPUHAJIEKAINNA CEMEHCTBY
(2), moporkjaeTcs 3HaUSHUSIMHU TICeBAOCTyYaliHOro napameTpa C U3 MHOKECTBA
gﬂn L§HH §Bl’[
C={Cin, Cin +1, ..., Cyp} = , +1, 0 — |7 3
p p p

IIpo6sieMa KOPPEKTHOCTH MOPOroBOr0 METOAa MOAYJSIPHOTO pa3zjeienusi cekpera. OOmas
(hopmyra 11 BOCCTAHOBJICHUS cekpeTa S 1o S BEITeKaeT HenmocpeACTBeHHO U3 (1) m mMeeT BU
S= ‘S‘ . @)
P
B MCC c 6asucamu P(i, i,, ..., i) (¢ < < n) n nuanazonamu {0, 1,. HJ _1Pij —1}, cogepxamumu
MHOECTBO BCEX MaCKI/Ip}IIOH_[I/IX CEKPETOB S (cm. TeopemMy 1) Hp606pa30BaHI/Ie S—>S OCYIICCTBIIACTCS
koppekTHo. Halinem orpanuueHue Ha 001acTh H3MEHEHUSI S, HCKITIOYAIOLEe BO3MOYKHOCTD BOCCTAHOB-
~ k e ~
nenns S no S(mod [[_, p;;)=(5,1,62,...0j; ) mobeivMu k abonentamu (2 < k < £), 32 KOTOPBIMHU 3a-
KPEIJIEHbl MOIYIH P ji, P js s ---» P j; - CIIPaBEINBA ClleyIomas Teopema.
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> - 3 T k
T eopewma 2 Mackupyrowuii (moouguyuposannwiii) cekpem S u evruem S(mod [, pj;)
ABNAIOMCA PABGHOOCMAMOYHLIMU NO MOOYIIO P, M. €. OAioWUMU NPU OeleHUU HA p OOUH U MOM Hce
ocmamok S, moz2oa u moabko moaod, K020d ueioe Yucio

. S
Q:Q(Sa.] ,j a---,jk): _— (5)
o Hf:lpji

KpAmHo MoOyio p.

3 T k
JoxaszartensbcTs o. [Ipexnonoxum, uro uncio S u Berder S(mod [ [, p ;) no momysio
‘ -
[ 1.2, »j; npu nenenuu Ha p NAIOT OMMH M TOT e OCTATOK. BBUIY (4) B 3TOM Ciyuae

‘S‘(mod Hl/.‘:lpji )‘ = ‘3“ =S.
P P
IIpu sToMm
S = S(mod Hlepji )(mod p).

Ortcrona ceztyer, 4to pasHocTh S — 8 (mod Hf'; P j;) Haueno aenurcs Ha p. CornacHo gemMMe DBKIIU-
na u3 teopun genumoctH [7] U S ¢ yuerom o0o3HadeHus (5) mpencTaBUMO B BUJE

§=S(mod [T 1) +| 8/ T1L 2 [T pss = Smod [TE, p3y) + OG5 i, j2sws JOTTE P
CrnenoBatenbHO
$=Smod [T, p;)=0(S: j1. javen T P ©)
Tak kax sieBast yacTh paBeHCTBa (6) IPU MPUHATOM MPEITONOKEHUU HALEIO JCTUTCA HA P, & MO-
JyJib p B3AMMHO TIPOCT €O BeceMu ocHoBaHusMu 6asuca P kpunrocxemsr LY O(S; 1, j2,..., ji ) KpaTHO p.

Iycrs Tenepp L[‘l Q(S J15 J25 s Jk) HAILlGNIO JEIUTCS HA p, TOT/A U3 (6) BBITEKAET JCITMMOCTD pa3-
Hoct S — S (mod H _ D j;) Ha MOyJIb p. DTO O3HAYAET, YTO S=S (mod Hl _ P j; )mod p). Takum obpa-
30M, U3 KPATHOCTH YHCIIa Q(S J1s J25 s jk ) MOIYIIIO p CIEAYET PABHOOCTATOYHOCTH MO JAHHOMY MO-
ayiio S u S(mod Hl VD)

Teopema J10ka3aHa.

Kak crnenyer u3 Teopemsl 2 B cirydyae BO3MOXKHON paBHOOCTaTO‘IHOCTI/I M0 MOJYJIIO p HEKOTOPOTO

k
ieMenTa S €S M OTBEYAIOLIEro €My BbIYETa S (mod Hl L) €0, 1., [T, pj —1} rpynna abouen-
TOB YHUCIIOM k < f, 32 KOTOPBIMH 3aKpEIJICHb OCHOBAHMSI Pji> Pjas -+ P ji > MOTYT BOCCTaHOBHTE Ce-

Kper- OpI/IFI/IHaJ'I S 1O MOLYNSAPHOMY KOy O Ji> G Jj2s- .G jx» Onarofapsi BBIIOJIHEHHIO PAaBEHCTBA
& k
S (mod | |l.:1 pj;) , =S. HecmoTps Ha HemepecekaemocTh AumamasonoB S u {0,1,...,[],_,pj; —1}, obe-

CTMIEYMBACMYIO TEOPEMOH 1, B yKa3aHHOM CITydae MMEET MECTO HapyIICHUE MMOPOTrOBOrO MPHHIIMIIA Pa3-
JesieHust cekpera. [IpueMiemsblii BEIXOMI U3 OMUCAHHON CHTYallMH JIAeT UCKIIOYCHHUE W3 Juarna3oHa S
KPUTHUYHBIX JICMECHTOB S.DTO ZOCTUraeTes 3a CUeT HeWTpanusanuu sneMenToB quanasona C (cm. (3)),
M3MEHEeHHs TceBaociaydaiinoro napamerpa C, kotopsle nopoxnaotr LY O =0(S; ji, ja,..., jx) BUAA
(5), xparHble Moayidio p. VIckoMBIe JOCTAaTOYHBIE YCIOBHS TOTO, YTOOBI paccMaTpuBaemas (f, n)-
KPHUIITOCXEMa pa3JIeJICHUs CeKpeTa Obliia IOPOroBOi, AT HUKECIICAYOIasi TeopeMa.
Teopewma3 Ilyemv p, p,, ..., p,— YNopsaoouennvie no 603pacmanuio NONAPHO NPOCHIbIE
Hamypaivbhvie yucia, cocmagasiowue dazuc P mooynsprou cxemuvl pazdenenus cexpema S, p — 83auUMHO
nPOCMOL C P, D,, ---, P, MOOYIIb KOTbYA z, NPUHAONENHCHOCIU CEKPema S, KOMOPblil A30eNAEMCs MeNCOy
n aboHeHmMamu nymem HaoeieHus ux ttacmulmbmu MACKUPYIOWUMU CeKpemam G —‘S (i=1n),
NONYHAeMbIMU 6 pe3yibmame MOOYIAPHOU OeKOMNOZUYUU NPUMEHAEMOU PYHKYUU Macﬁupoeanwz
S =8+ Cp (C — ncesdocayuaiinviii yerovuciennvlii napamemp). /s mozo umoowt niobwix [ abonenmos
(2 £t <1 < n), 3a komopbimu 3aKpensieHbl OCHOBAHUA Djj, Pis» ---» Piy (15101 <ip <...<ij <n) moenu
soccmanosumo cexpem S no Habopy NPUHAONENCAuUX UM YACMUUHBLX CEKPEMOE — MOOYIAPHOMY KOOY
(ci,0Ciy,...04) mackupyiowezo cexkpema S, HO HUKakas epynna, ekmouaiowas k < t abonenmos,
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KOMOPbIM OMEEUaoN OCHOSANUA P ji; Pja s -+ P ji (1< j1<j2 <...< jr £n) He umenu 803MOHNCHOCINU

goccmanognenus S no Kooy c Jjls c 725 O ji O0CMAMOYHO GLINOIHEHUS. CUCTNEMBL YCIIOBUIL

JS eS= {SHH,SHH +1,---,§BH} = {(_Pt—lpq—l,[_Pt—lpq_Hl, “ee L_thJ_l}
Ce(C\C)),

20eq>p~; 0<_q<po/pi_qpi<po<pi—t+2 _Piy=[1'"Cpa-s; B =[1'0ps);

C={Con, Can +1,.0 Con}| C {SJ CB{S“J :
p p

S

C, :{CeC|§:S+Cpe§; p—nennTenLL[‘IQ:Q(S’;jl,jz,...,jk): Hk—
i=1 P ji

(< ji<jr<..<je<m 2<k<n)l;

< S S S
Q(59J 9j 9“'5j )E{QHI'D QHH +1 QBH} — b = +1,..., $ . (7)
b ﬂnl 1P J {Hﬁlpﬁ J {HLPJ,- J}

CdhopmynupoBaHHasi TeOpeMa IPAKTHYUECKH SIBISICTCS CIICACTBUEM TeopeM 1 u 2. _

OnTumusanus (0 MOLIHOCTH, CTPYKType, APyTuM Xapakrepuctukam) mHoxectsa Ce(C\C)),
AJIEMEHTHI KOTOPOT'O HCIOIB3YIOTCS TP MAaCKUPOBaHUU S 110 npaBuiy (1), ssBiseTcs BakHel e 3ana-
Yeli B 001IeM Mpolecce CHHTE3a MOPOroBbIX M A-KpUIITOCXEM pasielieHHs ceKpeTa, 0a3upyIomuxcs Ha
Teopeme 3.

OnTuMu3anus AMana3oHa MceBJaoCJy4aiiHOro mapaMeTpa MeTOAOM Cy’KeHHsl padodero ama-
NMAa30HAa KPUIITOCXEMbI

N3 rteopem 2 wm 3 cnemyer, 4yro komuyectBo 3Havenuit C eC, koropeie mnopoxaaror U
O=0(S; j1, 25+ j& ), KpaTHBIE MOAYIIO p, U TIO ITON MPUUYUHE MOIJICKAT HEUTpaIu3aluu Mpu Ma-
CKMPOBaHHMHU CEKPETa-OPUIMHANA S, B 3HAYMTEIBHON MEPE 3aBUCUT OT NPOTSIKEHHOCTH Ly = S o — S um
pabouero quamna3oHa S Kpunrocxemsl (cM. (2)). Mcxons u3 ckazaHHOTO, TpUMEM 71 Ly OrpaHHYNTENb-
HBIE YCIIOBHSL:

Ly < pp1p2- ®)

U3 (2) u (8) n7s p BITEKaET OLIEHKA

P . P
=Lt (gt pipal Py < p<=LLtg ©)
_Py _Py

Enme o110 orpannyeHue Ha BBIOOP MOYJISl p U IApaMEeTPOB _q M g 1aet yciosue 0 < Ly <pp p, (cm.
(2), (8)). OHO MMeeT BUT

cq<=dt (10)

[IpuBenem Taxxe BoITeKaoyo us (2), (9), (10) BepXxHIOO OLEHKY 1S Pg:

b P2 D3 P
Pa<_q——=_gp————"— < gp1. (11)
Pt 1 Pn—t+2 Pn—t+3 Pn

B (11) yuuThIBaeTCA BO3pacTaHue OCHOBAHUM p, p,, ..., P, KPUIITOCXEMBI.
OtmMmeTuM, uto 6maroaaps (8) JmiHa L, IpOMeKyTKa 3aneranus sHauenui [ 0= Q(S J1s 250 Jk)
(cm. (7)) ynoBneTBOpsieT orpaHMqHTeanOMy YCIIOBUIO
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L~
Lo=0um—Om <———+1<ppip2 ' TI} pji +1 (12)
i=1 P ji

Bepxuauit nopor (12) nmus L NPUHUMAET MaKCUMaJlbHOE 3HadeHue p + 1 mpu H .y
=pipr (k=2;j1=1j,=2).C B03paCTaHI/IeM Hl 2 j; mopor (12) yowiBaet. Takum 00pa3om, B paMm-
KaX MPUHATOrO OTpaHWYeHUst s L3, a CienoBaTenbHO, U IS L uHTEpBan u3MeHeHus [IY
Q(S J1s J25 s Jx ) MOJKET COEpKaTh HEe O0JIEC OMHOTO 3HAYCHUS, KpaTHOFO MOIYJTIO p.

OCTaHOBI/IMc;{ KPaTKO Ha BONpoce oOHapyxenus B auanazone C (cm. (3)) 3HAYEHNUH TICEBIOCITY Ya-
Horo mapamerpa C, nopoxnaromux Y Q=Q(S; ji, j2,..., jk), kparasie mMonynro p. C ydetom (5)
C IOMOIIBIO JIEMMBI DBKJIN/A, IPUMEHEHHON K MacKupyoueMy cekpery S =S + Cp 1 MOAYIIO Pon3-
BEJICHUI Hf.;l D j; » KoTopble 0TBeyaroT TpedyembiM C u O BHIa

0=0(S; j1, j2, s Jk) =) SITIE P |=Dp (D — nemutens 14 Q),

MOYKHO 3aITHCATh KaK
3 STk k k
S=§+Cp= LS/Hizlpji JHi:lpji +R=Dp[[,_ p; +R, (13)

rae R = S(mod Hf;lpji ) — OCTATOK OT JieNeH s S Ha HLP/} (Re{0,1,..., Hf;lpji —1}).
B cBo0 ouepe/b MPUMEHEHHE K BBIYETY R M MOAYIIIO p JIEMMbI DBKJIH/A AaeT

R:LEJp+r:dp+r
p

k (14)
d= {EJE 0,1,.., —Hi:lp” , r:|R| €z,
p
p p
IToce momcranoBku (14) B (13) moryunm
S‘=S+Cp=Dpr:1pjl.+dp+r. (15)
3ameTnuM, 9TO B ciydae BEITIOJNHEHUs cooTHommenus (15) ocrarok r —‘ ‘ |R| COBIIAJIAET C HC-

XOITHBIM CEKPETOM S, YTO COTJIACYETCS C TEOPEMOH 2.
Henenne gacteit paBenctBa (15) Ha p ¢ mociueAyromeld 3aMEHON PE3yJbTAaTOB NEJEHHS Ha WX
[eJble YacTH NPHUBOAUT K HEOOXOAMMOMY BBIP@KEHHUIO I HUCKOMBIX C, mopoxparomux O =

=O(S+Cp; j1, j25 - Jk), BnA (15)

C:BJ = DT pji+d (@=0.1, (| TT 2 2 ) (16)

B npexacraBienHoM crioco0e MHHUMH3AIUN XapaKTEPHUCTHKU |C pl ECTECTBEHHO, MOTYT HpPHME-
HSTBCS ¥ MEHEE KECTKUE, YEM UCTIONIb3yeMble B (8) orpanuyenus Ha Lg. Hanpumep, iopor pp p, MOXHO
3aMEHUTH Ha pp p,p,. ITO JAET OOJBIIYIO CBOOOMY JUIs BHIOOPA OCHOBAHUM P, P,, ..., P, KDUIITOCXEMBI,
MOJIYJISI p, & TAKKE MMapaMeTpoB ¢ U _¢. Bmecte ¢ TeM, yBenuueHue nopora B (§) CONpsiKeHo ¢ Bo3pac-
TaHUEM MOLIHOCTH MHOXECTBA Cp, YTO YCHOXKHSIET MPOBEPKY YCIOBUS TEOPEMBI 3.

JemoncTpaunonublii mpumep. [lycTs B Kitacce MOIYISIPHBIX TIOPOTOBEIX (4, 6)-CXeM pa3/eieHus
cekpeTa, ompenensiemom 6azucom P = {7, 11, 13, 17, 19, 23}, a Taxke xapakrepuctukamu pg = 2,09
u g = 0,94, TpebyeTcs BBIACTUTH MPEACTaBUTENEH, KOTOPhIE OTINYAIOTCS MUHUMAJbHBIM KOJUYe-
CTBOM 3HAYCHUU TMCEBAOCTYyUaiHOro napamerpa C, moaIeKauux HeuTpaau3aiuu.

[Ipex e Bcero HaiimeM:

P=P,=pp,p,p,= -13 - 17=1001 - 17
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_P = _P=ppp,=17-19-23=17 437

Pemenne noctaBieHHOM 3a1aun 6a3upyeTcs Ha ucnoiab3oBanuu MHokecTB LU Q Buaa (5), paccuu-
TAaHHBIX JIJIs1 penepHbIX HaOOpoB ocHoBaHUH n3 P cornacHo (7). [Ipexxae Bcero Haiiaem rpaHuLbl H3Me-

HeHns S =S + Cp, onpenensiomue padbounii AMana3oH KPUNTOCXeMbL. B cooTBeTcTBHY € (2) MMeeM
Sun=_Ppg=17-19 - 23 - 2,09 = 15526,61;

Sen = _qP,=094 -7 1113 - 17=15995,98.

CHC}IOBaTeJH)HO, 3HAUCHU A HepeMeHHOI\/’I § ABIAKOTCA DJICMCHTAMU MHOXXCCTBaA
§={[§H§}+1L§J} — {15527,15528, ..., 15995} 17)

Uro xacaercs LU O = Q(S’; J1s J25--s jk ), TO coracHo (7), OHU MpUHAIJIEKAT JUANIa30HAM

Q(jlaj2,“"jk): N +1,..., _— =
{L_[flpji J L—[flpji J L_L]'{lpji J}

15526,61 15526,61 15995,98 (18)
= I , p +1,..., e —
Hi:]pji Hizlpji Hizlpji

(1Lj1<jr<..<jrL6; 2<5k<t=4).

Mmuosxectpa (18), chopmupoBaHHEIE 11 penepHbIX HaObopoB ocHoBanui P(ji, j2)={p;, pj}
u P(ji, j2, j3)=1{pji» Pj»> Pj3}> TpuBenennl B Tabn. 1. Pesympratel ananmsa muoxkecTB Q(ji, j2)
u Q(j1, j2, j3) B nenax nerextupoBanus B HUX LU O, KpaTHBIX MOIYNISAM p HCCIEAYEMOTOo Habo-
pa u Beraucienus o (16), moayiexammux HeUTpaanu3aui COOTBETCTBYIOIINX 3HAYSHHUH TICEBAOCTYYaii-
Horo napametrpa C, mpeacTaBieHsl B Ta0I. 2. JlanHble Ta0il. 2 MO3BONSIOT BBIIEIUTH U3 PACCMOTPEHHO-
r'0 KJIacca MOIYJISIPHBIX IMMOPOTOBBIX (4, 6)-CXeM pa3[eeHHs CEKpeTa ABa MPEICTABUTEIS C MUHIMAIIb-
HOM MOIIHOCTBIO MHOXECTBA Cp (cm. TeopeMy 3). B MCKOMBIX KPHUITOCXEMax MPUMEHSIIOTCS MOAYIIH
p =27 u p = 30. llpn yka3aHHBIX p TceBIOCTyYaiiHbIi mapameTrp C NMpUHUMAET 3HAYCHHUS] COOTBET-
CTBEHHO M3 TUANa30HOB

C=C/Cy =1{575,576, ..., 592} \ {575, 576, 577} = {578, 579, ..., 592}

C=C/Cy = {517,518, ...,533}\ {532,533} = {517, 518, ..., 531}.

[lockonbKy mpOTSKEHHOCTh pabouero auamazoHa (17) BbIIENEHHBIX KPHUITOCXEM COCTABISET
15995 — 15527 = 468, To kak nipu p = 27, Tak u B cay4ae p = 30 orpanuuuTensHoe ycioBue (§) BBUAY
2Ipp, =27 -7 11 =2079 u 30p,p, =30 - 7 - 11 = 2310 BeimonHsercs. [lonmyyeHHbIE ONTHMAIBHBIE
3HayeHust moayis p (p = 27; 30) npoussenenue pg = 2,09 u napamerpel ¢ = 2,09 / p, g = 0,94
YIOBIETBOPSIOT Takske oneHkaMm (9)—(11), Tak xak

g=29 0,073 2941001 7-11 0.94-1001)_ o666 079);
27 437-27  17-437° 437-27
2 . . .
/- ,0920’06976[0,94 1001 711 0.94-1001) _ 1 0718);
30 437-30  17-437 437-30
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Tab6numna l. MHOkecTBa yncesa Q, 0TBEYAIOIINX k-KOMIOHEHTHBIM HadopaMm (2 < k <t =4) ocHoBaHMUIi U3

oasuca P = {7, 11, 13, 17, 19, 23} mony./isipHoii noporosoii (4, 6)-Kpunrocxembl pa3jieieHUsI CeKpeTa ¢ padouum

Table 1. Set of the numbers Q obeying the k-component sets (2 < k <7 = 4) of the bases of the basis

AnanasonoM S = {15527, 15528, ..., 15995}

P={7,11, 13,17, 19, 23} of the modular threshold (4, 6)-cryptographic scheme of secret sharing within the working
range S = {15527, 15528, ..., 15995}

Tab6numa?2. Moxysu p 1Jisi NoporoBoii (4, 6)-cxeMbl pa3aeieHUsI CEKPeTa ¢ MOAYJISAPHBIM 0a3UCOM

Habop ocnoBanuit Mmuoxectso I{U O

Set of bases Set of integers O
7, 11 201-207
(7, 13) 170-175
T, 17) 130-134
(7, 19) 116-120
(7, 23) 96-99
(11, 13) 108111
1, 17) 83-85
(1, 19) 74-76
(11, 23) 61-63
13, 17) 70-72
13, 19) 62—-64
(13, 23) 51-53
17, 19) 48-49
17, 23) 39-40
(19, 23) 35-36

7,11, 13) 15

(7,11, 17) 11-12

P={7,11,13,17, 19, 23} u pabouum quana3oHoM S= {15527, 15528, ..., 15995}, o6ecneunBaomme MUHUMU3ALUIO
MOIIHOCTH MHOKeCTBA Cp

Table2. Modules p for the threshold (4, 6)-scheme of secret sharing with the modular basis

P={7,11, 13,17, 19, 23} and the working range S = {15527, 15528, ..., 15995} providing the minimization

of the power of the set Cp

Movis Jlnanas3oH U3MEHEHU s Kpurtnunslii Habop q“cfd(; Q,Ji(}za'rﬂoe Heiitpanusyemsie
Moltli)tllleg napameTpa C ) F)CHOBaHHﬁ Number Zymulfiple of 3HATCHUA C
Range of the parameter C Critical set of bases the module p Neutralizable values of C

16 970-999 (7,23) 96 970-976
13, 19) 64 988-999

17, 19) 48 970-989

18 862-888 (11, 13) 108 862—865
13, 17) 72 884888

(19, 23) 36 874888

20 776799 (7,19) 120 798-799
17, 23) 40 782-799

24 646-666 (7,19) 120 665—666
(1,23) 96 646—649

13, 17) 72 663—-666

(17, 19) 48 646659

27 575-592 11, 13) 108 575-5717
29 535551 {7, 11) 203 539-541
(7,19) 116 535-536

30 517-533 7,19 120 532-533
31 500-515 (11,23 62 506514
13, 19) 62 500-501

32 485-499 (7,23) 96 485488
13, 19) 64 494-499
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p=27¢ 23’994'1001 - ;0’94'21?)21 =(24,53;27,82);
37| | == || T ——— || 437
27 17-437 27

p=30c 0,94-1001 10,94-1001  (26.9:30,9):

’ 2,09
43722 ) 7)) 437
30 17-437 30

0,94-1001
=2,09< 2220
P 437

=2,1583<p ="7.

Takum 00pa3om, MOCTpOECHHAS B paMKaxX IPUHATHIX UCXOAHBIX JAHHBIX U OTPaHUYUTEIbHBIX YCIIO-
BUI mapameTpuyeckasi 6a3a MOLYJISIPHBIX MOPOTOBBIX (4, 6)-KPUIITOCXEM pa3iesieHus ceKpeTa ¢ 0asu-
com P = {7, 11, 13, 17, 19, 23}, pabouum quana3oHOM S = {15527, 15528, ..., 15995} u monmynsmu
p € {27, 30} sBnsieTCsI KOPPEKTHOM.

3akJroyenue. Pe3ynbTaThl MPeICTABICHHBIX UCCIIEAOBAHUN MO MOYJISIPHBIM OPOTOBBIM KPHUIITO-
cucTeMaM Pa3AeICHUs CEKPETa B PACHPENEIICHHBIX CPEACTBAX 00pa0OTKHU JaHHBIX COCTOAT B HUXKECTIE-
Y IOLIEM.

1. ChopmynupoBaHbl 6a30Bble MPUHITUITH TTOPOTOBOIO METOJIa MOJIYJIIPHOTO Pa3JIeJIeHHs CEKpeTa.
Hust mpunaTot Moaenu MA-KpUNITOCXEM HUCCIIEYEMOTO Kilacca OMpeIesIeHO CEMENCTBO JTIOMYCTUMBIX
pabounx AMana3oHOB (AMANIA30HOB CEKPETa-MAaCKH), NIPOTSHKEHHOCTh U MECTOIOJI0KEHHE KOTOPBIX Ha
YHUCIJIOBOW OCH MOT'YT I'MOKO M3MEHSTHCS. DTO OTKPBHIBACT IIMPOKHE BO3MOKHOCTHU AJIsSl aJallTUBHOIO
corjlacoBaHus pabouero quamna3oHa KpUITOCXEMBI C €€ OCHOBAaHHUSIMU M MHOKECTBOM M3MEHEHHSI TICEB-
JOCITYYaifHOT 0 MapaMeTpa MacKUpYyIoeH QyHKIHH.

2. JIstst MOy JISIPHOM TIOPOT'OBOIA (¢, 71)-CXEMBI pa3JIeIeHnsI CEKpeTa IMOIydeHO HeOOX0AMMOe 1 0CTa-
TOYHOE yCJIOBHE PAaBHOOCTATOYHOCTH IO MOAYJIIO KOJIbIIa MPUHAJIEKHOCTH CEKpeTa-OpUruHaa 3Haye-
HUW MacKHUpYyoLeH QyHKIIMHA U OTBEUYAIOIINX UM BBIYETOB B HEKOTOPOH yceueHHOoH k-MonynpHoit MCC
(k < f). lokazaHHOE TEOPETUUECKOE MOJIOKEHNUE COCTABIISICT OCHOBY KOPPEKTHOW MOIYJISIPHOM peasu-
3alMK TOPOTOBOTO MPUHIUIA Pa3AeICHUS CEKPETHON HHPOPMAaLIUU.

3. IIpensoxeH HOBBIN MOAXOA K 00ECIIEUeHNIO KOPPEKTHOCTH TIOPOTOBBIX M A-KpHUIITOCXEM pa3ze-
JICHUS CEKpEeTa, pealu3yIoil MEXaHN3M HEUTpaInu3alii KPUTHYHBIX 3HAYEHHH MCEBAOCITYYalHOrO
napameTpa MpUMEHsEMON Mackupytomeil QyHkuuu. PaspaboTaHHBIA TOAXON JEMOHCTPHPYETCS Ha
KOHKPETHBIX YUCIIOBBIX MPUMeEpax.
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